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Introduction
	One of the hottest discussions in IT concerning business has been the concept of convergence: the grouping of multiple types of sources being sent over one line. In the “old fashion” business world communication lines were distinctly separate. Data would be transmitted over Ethernet (or Token Ring) and voice or telephone calls were transmitted over copper wiring to the PBX switching room. 
However, with technologies “converging” these lines have begun to blur (no pun intended). Since TCP/IP has become the industry standard for internet communication, the internet has become more than just a web browsing frenzy. It has become a medium for other types of traffic like data storage, instant message, and voice.  The topic of this paper is to cover the voice topic as it relates to business.
But wait, why use voice communication over the network when a majority of the infrastructure is already in place? Telephone lines, PBX systems, and copper wiring already have a home in buildings that are 10-15 years old at least. The benefits of using such communication is not always clear financially, but as technology continues to grow there are benefits to using one medium.
IPT, or Internet Protocol Telephony, uses network channels to transfer voice from one location to another. The way IPT works is not that different from a standard telephone. Let’s take a business example. An employee on the third floor of State Farm Insurance picks up their standard telephone and would like to reach another employee on the 2nd floor using extension 2729. The individual types in 2-7-2-9 into their telephone. And those numbers are then transmitted down a telephone line (RJ-11) until they hit a Private Branch Extension unit (PBX). The PBX sees the numbers “2729” and identifies that the number belongs to the employee on the 2nd floor and establishes a connection between the two phones. The PBX maintains this session
Let’s take the same example but use IPT instead. The employee on the 3rd floor dials the same extension. The numbers “2729” reach a server that identifies that extension to the employee on the 2nd floor. However, instead of using typical phone lines, the number is sent down the network line (RJ-45, typically); the same line that the employee uses to connect to the internet. Also, the number reaches a server, which then translates the extension to the employee on the 2nd floor. The server then sends back to the caller on how to reach the callee (via IP). Unlike the PBX, the server does not maintain the call, it merely provides information on how to reach the callee. The path between the caller and the callee are already identified.
So what is the difference? From the employee’s perspective, he or she still dials the extension, the call is still routed and communication is still established. The difference (and a big difference) is how the communication was routed. Rather than using typical phone lines, IPT voice was transmitted using data lines that have already been setup up – the same data lines the employees use to reach the internet. Also, unlike the PBX, the server routing the extension does not actually see the voice communication pass through its system. It merely tells the telephone how to reach the other via an IP address. Then how does the voice traffic get to the other phone? That’s the amazing benefit of using TCP/IP: they identify devices logically and tell switches and routers how to reach other devices. And the mesh of switches and routers have already been setup up to support internet traffic.
Now that there is an understanding that TCP/IP is used for IPT to find locations for different devices on a network, how does the server tell the phone that extension “2729” goes to the IP address of the phone that belongs to employee on the 2nd floor? Stated above, in IPT, the extension is routed to a server. A server by itself is no different than a computer that an individual buys at a store. It is the applications and the underlying protocols that define how to handle the extension “2729” when they reach the server. Subsequently, these applications use specific protocols that the extension and other routing information are encapsulated in to. If you remember, IP defines logical locations but they also have physical devices that handle IP. These devices, mentioned previously, are routers and switches. With IPT, there is an additional protocol that is used to setup and control voice communication and like IP, they too have physical devices that route voice control data from one location to another. As of right now, the two popular protocols for IPT are SIP and H.323.
History of SIP and H.323
The Session Invitation Protocol (known hereafter as “SIP”) was born on February 1996 by the Internet Engineering Task Force (IETF). The intention of SIP was to invite and control multiple communication sessions into one large conference. At that point in time SIP only sent out a call setup request. After 3 years and 11 drafts of the SIP, it eventually began to take shape. 
H.323 began as part of a H-Series package created by the International Telecommunications Union –Telecommunications Standards Sector (ITU-T). The purpose of H.323 (amongst its other brothers
Components
SIP Componentsi
	User Agent Client. SIP user agent clients (UACs) are devices that create and send requests, like phone calls or video calls. SIP have code specific initiators that are sent to servers (or proxies). In addition to these session enabling codes they provide a number to contact that is inputted by the user. 
	Registrar. The registrar acts like an address translator. When an individual puts “2729” into his SIP compatible VoIP phone, the registrar sees the extension and contains the domain controller (2729@domain or sctomko@domain) and translates the domain name into a destination IP address.
	User Agent Server. The user agent server (UAS) processes the requests by the UAC. There are two types, proxy servers and redirect servers. The proxy server maintains the session (call) between two locations. There can be many proxies setup in tandem that work together to complete a call. The proxy provides feedback to the UAC as to the condition of the call. The redirect server works a little differently. Rather than maintain the session between the two parties, the redirect server contacts the registrar, hands the information to the UAC and the UAC itself begins a session with the caller directly, rather than using a proxy. It’s important to note that a user agent (aka. A phone, or computer that can make calls) can act both as a server and client.
	If a caller using SIP would like to access a line outside of the network (like an individual on a cell phone) a gateway converting SIP data into a PSTN compatible format. Gateways are not considered part of the SIP framework, but companies like Cisco have ways of dealing with SIP traffic to make it compatible. Gateways are explained in the H.323 components section.
H.323 Componentsii
	Terminals. H.323 are structured similarly to SIP, but are not grouped into servers and agents. The first component for H.323 is the Terminal. Look most definitions of terminal, is it the physical end point between two points of communication. The terminal can range anywhere from a computer, to a VoIP phone. In the interest of IPT, it is a telephone that uses IP. 
	Gateways. A H.323 Gateways are often considered translators. This is because they allow non-compatible traffic to work together. Within H.323 are many working protocols, outside communication may not be compatible. For example, a standard phone system uses PSTN (Public Switched Telephone Network). The purpose of a gateway is to convert one method of communication into another to allow traffic from a IPT phone to communication with an individual on his home phone using PSTN (or any other protocol for that matter).
	Gatekeepers. Probably the most critical component of H.323 is the gatekeeper. Its purpose is to act the central hub for all calls within its zone. A zone is a location in which a gatekeeper is responsible for all calls. Several zones can be established. Calls between zones are routed between gatekeepers using the H.225 protocol. In some instances, gatekeeper locations can span the entire world. 
In addition to call routing, gatekeepers also perform address translation. For example, the extension “2729” would be translated into an IP address of 192.168.10.42. The caller would then place a call to that IP address setting up a voice session. They also offer other features like admission control, bandwidth control, and zone management.
How They Work
SIP Process[endnoteRef:2] [2:  Osterhout, Greg. “Comparison of SIP Proxy and Redirect Servers.” Nortel Networks. 2003] 

	Let’s look back at the example with the two employees at State Farm, but this time they are using the SIP protocol. Remember, to these employees they do not actually SIP in action. To them, they are using a phone and dialing an extension. 
The employee on the 3rd floor picks up the phone and dials extension “2729” to reach the employee on the second floor.  The information is sent via the network to the SIP proxy server that has a predefined address for the phone to reach. The data is wrapped in SIP language for the application on the proxy  to understand. The server reads the encapsulated SIP information and recognizes that a call to 2729 is coming from 2090@statefarm from IP address 192.168.10.42. Since SIP uses the URI standard for defining domains, you’ll often see contact information look like an e-mail. For example, in the same domain, an individual dialing “2729” will really send (sip:2729@statefarm). The statefarm domain defines the region of the call in which the proxy server operates. 2729 defines the individual. 
As this point, the proxy contacts the registrar for domain @statefarm to find the IP address of extension 2729. The registrar locates 2729 to be the IP address of 192.168.10.102. The IP address is sent back to the proxy server to which the proxy will contact that IP address to begin a call on behalf of the employee on the 3rd floor. The employee on the 2nd floor will hear his or her phone ring and reply by answering the phone. At this point the call has begun using standard network traffic as a medium of communication.
IF the SIP network is using a redirect server, then the operation changes slightly. Rather than going through a proxy, 2729 is routed to a redirect server which then contacts the registrar looking for an IP address. The registrar replies back to the redirect server and the redirect server then replies back to the original caller. In this operation, the redirect server does not initiate any calls on behalf of the caller. Rather, the caller’s phone will start the session on its own.
Redirect servers also share another responsibility in the SIP network.  For locations that have dissimilar domains (2090@statefarmMG trying to contact 9310@statefarmIT) the redirect server is used to provide IP addresses for domains that the caller is not a part of. When a call is placed, the proxy understands that @statefarmIT is not a domain it belongs to. Thus the proxy  for @statefarmMG contacts the redirect server which then contacts the proxy for @statefarmIT. Then the proxy for @statefarmIT contacts the registrar looking for the IP address of 9310. The IP address is then issues to the proxy for @statefarmIT and the call begins. 
H.323 Process[endnoteRef:3] [3:  “A Primer on the H.323 Series Standard.” DataBeam Corporation. 1998] 

	H.323 is a more complex is how it handles calls. H.323 is considered a protocol suite, because it uses multiple procotols to start a session. From a SIP perspective, all it does is setup and teardown sessions. H.323 actually goes through a list of multiple protocols to ensure compatibility and proper communication.
	When the employee on the 3rd floor enters in “2729” the H.323 terminal contacts the gatekeeper. The gatekeeper begins address resolution if the called terminal resides within its zone. If it does not, it contacts the gatekeeper that is in control of the terminal being called. The gatekeeper replies back to the calling terminal with an IP address for the extension 2729. The 3rd floor employee’s terminal then begins to make a call to 2729. The called terminal on the 2nd floor then asks the gatekeeper whether it can accept the call. Once the gatekeeper gives permission, the call can begin.
	While this may seem like a simple process, there are a number of things working in the background at one time. Protocol H.225 is a sub-protocol within the H.323 suite that sets up and tears down call sessions. Protocol H.235 is a protocol that can be used if data encryption and security is desired. Finally, H.245, one of the more important protocols, is the call control protocol. It negotiates the capabilities of both terminals to ensure they transmit using the same language. For example, H.264 is a video codec that is often used for video conferencing. The two end devices will negotiate with each other to make sure each other are compatible with that format. This negotiation also extends into audio and text codecs.
Technical Comparison
Overall
When comparing the two protocols, an IT mind can already begin to draw some comparisons between the two. This section will cover the different features of both protocols. 
H.323 was originally created for video conferencing. It has all the protocols and reliability mechanisms to ensure video works correctly between end points. However, it is complex by design. For a call to be placed, nearly 6-7 round trips must occur in order for the call to begin. This is taking into account a point-to-point conversation. For calls being placed out of the network, or out of a zone, the time can double.[endnoteRef:4]  SIP on the other hand is touted for its simplicity. Based on the HTTP design, text messages are sent back and forth. There is no negotiation of codecs or exhaustive round trips.  [4:  Papageorgiou, Pavlos. “A Comparison of H.323 vs SIP.” University of Maryland at College Park. 2001] 

Operability
	Du to H.323 complexity in nature, there are some interoperability problems that come along with using it. More so, troubleshooting this interoperability problems require special debugging tools since traffic is binary based. SIP on the other hand is easy. It is texted based thus being able to be debugged and defined.
Scalability
	Both H.323 and SIP have pros and cons in the vast topic of scalability. Both protocols allow a large number of separate domains to be created within a SIP network. Domains define different groups of SIP users. @statefarmIT is one example of a domain. Both SIP and H.323 can use a flat or hierarchical model when communicating between proxy servers and gateways.  Both SIP and H.323 can handle a large number of calls, however since SIP is primarily stateless, in other words that they don’t maintain the session of the call, technically they can support more calls. H.323 prone-to-be stateful sessions lead to more resources being used. [endnoteRef:5]  [5:  N. Networks, “A Comparison of H.323v4 and SIP,” 3GPP S2, Tokyo, Japan, Technical
Report S2-000505, Jan. 5 2000.] 

Flexibility
	One of the largest benefits to SIP is the modular feature. Not only is it texted based, but SIP can be programmed to add additional headers to be processed by servers and agents. H.323 cannot do this. The limitations are a result of predefined protocols. Vendor codes are bit sequencies in the header field for the H.323 protocol. 
SIP can use other protocols to serve specific purposes. H.323 is limited to its version on the protocols within the suite.
Security
	Both SIP and H.323 allow SSL. However H.323 is limited to the transport-layer security. SIP, on the other hand, can use any mechanism supported by HTTP. This is because SIP is application-layer based and uses HTTP masochisms for authentication. As a result, SSH and Secure HTTP mechanisms can be adapted to SIP. Also, SIP supports PGP and S/MIME which are growing trends in end-to-end authentication.[endnoteRef:6] [6:  “SIP vs. H.323 – A Comparison.” Microtronix Systems Ltd. 2003. 27 Sept. 2009.http://www.microtronix.ca/sip_vs_h323.htm
] 

PSTN Integration
	H.323 was built largely from the Q.931 standard which is used by the PSTN. H.323 integrates well with PSTN traffic controlled by a Gateway. SIP, however, does not. There is no direct SIP supported method for PSTN integration.
Conclusion
	Both H.323 and SIP have significant strengths. H.323 is a conglomerate suite of various protocols that handle all levels of communication between callers. This can be significantly beneficial when compatibility and functionality are expected. However, its strengths are also its weakness. H.323 was designed to cover man facets of communication however roundtrip and setup times lend itself to a disadvantage. Sip is much more compact. It’s simplicity and modularity is by far its strength. SIP’s design to be a simple call control protocol has its advantages. There are less gears working, and less over-head management. SIP also has extensibility capability. Enhancements can be created. Yet it lacks what H.323 advances in, a complete suite all-in-one.
	None the less, H.323 has been the forefront of voice, video and data communication. SIP has recently grabbed roots into the VoIP market as beginning to segue into the market due to its extensibility mentioned above. It’s my opinion that in the future SIP will win in the market. Why? Because it serves one purpose and it serves it well: call control. Anything outside of the call control protocol can vary. H.323 is not capable. IT can support codecs not inherently referenced by its suite, but vendor codes that are lodged within its headers are not easy to add.
	Eventually, a decision will be made based on the needs of the business as to which protocol will be selected for their communication. 
